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I.  Program Adoption 

 

The City of Brownsdale has developed a Identity Theft Prevention Program pursuant to the Federal 

Trade Commission’s Red Flags Rule (“Rule”), which implements Section 114 of the Fair and 

Accurate Credit Transaction Act of 2003. 16C.F.R. 681.2.  This program was developed with 

oversight and approval of the City Council.  After consideration of the size and complexity of the 

City’s operations and account systems, and the nature and scope of the City’s activities, the City 

Council determined that this program is appropriate for the City of Brownsdale, and therefore 

approved this Program on February 2nd, 2009. 

 

II. Program Purpose and Definitions 

A. Fulfilling requirements of the Red Flags Rule 

 

Under the Red Flag Rule, every financial institution and creditor is required to establish an “Identity 

Theft Prevention Program” tailored to its size, complexity and the nature of its operation.  Each 

program must contain reasonable policies and procedures to: 

 

1. Identify relevant Red Flags for new and existing covered accounts and incorporate those 

Red Flags into the Program. 

2. Detect Red Flags that have been incorporated into the Program. 

3. Respond appropriately to any Red Flags that are detected to prevent and mitigate 

Identity Theft and; 

4. Ensure the Program is updated periodically, to reflect changes in risks to customers or to 

the safety and soundness of the creditor from Identity Theft. 

 

B. Red Flags Rule definitions used in the Program 

 

The Red Flags Rule defines “Identity Theft” as “fraud committed using the identifying information 

of another person” and a “Red Flag” as a pattern, practice, or specific activity that indicates the 

possible existence of Identity Theft. 

 

According to the Rule, a municipal utility is a creditor subject to the Rule requirements.  The Rule 

defines creditors “to include finance companies, automobile dealers, mortgage brokers, utility 

companies, and telecommunication companies.   
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Where non-profit and government entities defer payment for goods or services, they too, are to be 

considered creditors”. 

 

All City accounts that are individual water/sewer service accounts held by customers of the City 

whether residential, commercial or industrial are covered by the Rule.  Under the Rule, a “covered 

account” is: 

 

1. Any account the City offers or maintains primarily for personal, family or household 

purposes, that involves multiple payments or transactions; and  

2. Any other account the City offers or maintains for which there is a reasonably 

foreseeable risk to customers or to the safety and soundness of the City from Identity 

Theft. 

 

“Identifying Information” is defined under the Rule as “any name or number that may be used, 

along or in conjunction with any other information, to identify a specific person, “including: name, 

address, telephone number, social security number, date of birth, government issued driver’s license 

or identification number, alien registration number, government passport number, employer or 

taxpayer identification number, computer’s Internet Protocol address, or routing code. 

 

III. Identification of Red Flags 

 

In order to identify relevant Red Flags, the City considers the types of accounts that it offers and 

maintains, the methods it provides to open its accounts, the methods it provides to access its 

accounts, and its previous experiences with Identity Theft.  The City identifies the following red 

flags, in each of the listed categories: 

 

A. Suspicious Documents/Account Activity 

 

Red Flags 

 

1. Documents with information that is not consistent with existing customer information 

(such as if a person’s signature on a check appears forged); 

2. A call for change of service that seems to be unusual 

3. Payments stop on an otherwise consistently up-to-date account 

4. Account used in a way that is not consistent with prior use (example: very high activity). 

5. Notice to the City that a customer is not receiving mail sent by the City. 

6. Breach in the City’s computer system security 

7. Unauthorized access to or use of customer account information. 

 

B. Alerts from Others 

 

1. Notice to the City from a customer, identity theft victim, law enforcement or other 

person that it has opened or is maintaining a fraudulent account for a person engaged in 

Identity Theft. 
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IV. Detecting Red Flag 

  

A. New Accounts 

 

In order to detect any of the Red Flags identified above associated with the opening of a new 

account, City personnel will take the following steps to obtain and verify the identity of the 

person opening the account: 

 

1. Require certain identifying information such as name and residential or business address. 

 

B. Existing Accounts 

 

In order to detect any of the Red Flags identified above for an existing account, City 

personnel will take the following steps to monitor transactions with an account: 

 

1. Verify the validity of requests to change billing address; and 

2. Verify changes in banking information given for billing and payment purposes – must 

fill out bank information and sign auto pay form. 

 

V. Preventing and Mitigating Identity Theft 

 

In the event City personnel detect any identified Red Flags, such personnel shall take one or 

more of the following steps, depending on the degree of risk posed by the Red Flag: 

 

Prevent and Mitigate 

 

1. Stop the service (water turned off) 

2. Notify Law Enforcement 

3. Notify the Customer 

4. Continue to monitor an account for evidence of Identity Theft 

5. Contact the customer 

6. Close the existing account 

 

Protect Customer Identify Information 

 

In order to further prevent the likelihood of identity theft occurring with respect to City 

accounts, the City will take the following steps with respect to its internal operating procedures 

to protect customer identifying information: 

 

1. Ensure complete and secure destruction of paper documents and computer files containing 

customer information 

2. Ensure that office computers are password protected 

3. Keep offices clear of papers containing customer information 

4. Ensure computer virus protection is up to date 

5. Require and keep only the kinds of customer information that are necessary for City 

purposes. 
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VII. Program Administration  

 

A. Oversight 

 

Responsibility for developing, implementing and updating this program lies with an 

Identity Theft Committee for the City. The Committee is headed by the City Clerk.  Two 

other individuals will comprise the remainder of the committee membership. (2-7-11) The 

City Council will comprise the remainder of the committee membership. The City Clerk will 

be responsible for reviewing any staff reports regarding the detection of Red Flags and the 

steps for preventing and mitigating Identity Theft, determining which steps of prevention 

and mitigation should be taken in particular circumstances and considering periodic changes 

to the program. 

 

C. Non-disclosure of Specific Practices 

 

For the effectiveness of this Identity Theft Prevention Program, knowledge about specific 

Red Flag identification, detection, mitigation and prevention practices must be limited to 

the Identity Theft Committee who developed this Program and to those employees with a 

need to know them.  Any documents that may have been produced or are produced in order 

to develop or implement this program that list or describe such specific practices and the 

information those documents contain are considered “security information” as defined in 

Minnesota Statutes Section 13.37 and are unavailable to the public because disclosure of 

them would be likely to substantially jeopardize the security of information against improper 

use, that being to circumvent the City’s Identity Theft prevention efforts to facilitate the 

commission of Identity Theft. 

 

 

 

       Adopted February 2nd, 2009 

       Revised 2-7-11 

 

 

Policy Approval: 

 

_________________________________  _____________________ 

 (Mayor of Brownsdale)      (Date) 
 

 

 

 


